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Cisco Security MARS
Security for your en�re network.

•   Collects, analyzes, and correlates data from a diverse 
set of Cisco devices

•   Learns the topology, configura�on and behavior of
 your environment

•   Makes precise recommenda�ons for threat mi�ga�on
 including the ability to visualize the a�ack path 
and   iden�fy the source of the threat with detailed 
topological graphs 

•   Integrates with the Cisco Security Manager to correlate
security events with the configured Firewall rules and 
Intrusion Preven�on System (IPS) signatures that can 
affect the security event  

•   Suggests mi�ga�on for rapid threat containment

•   Delivers high performance, handling up to 15,000
     events per second

•   Provides simple access to audit requirements with
 more than 150 ready-to-use customizable reports   

Through event log correla�on of Cisco devices, MARS provides 
an end-to-end topological view of the network, learning 
the configura�on and behavior of the environment. This 
allows MARS to greatly reduce false posi�ves, make precise 
recommenda�ons for threat mi�ga�on and generate fast 
response to a�acks and intrusions. 

MARS provides addi�onal security by automa�cally upda�ng 
knowledge of new Cisco IPS signatures for up to the minute 
repor�ng on your environment. It also employs NetFlow and 
syslog to provide awareness of environmental anomalies with 
network behavior analysis and possesses the ability to visualize 
the a�ack path and iden�fy the source of the threat with 
detailed topological graphs.

In order to help you comply with stringent regula�ons, MARS 
provides simple access to 150+ ready-to-use customizable 
reports, correla�on with Cisco Security Manager, and event 
lookup and policy provisioning.

How Does it Work? 

Contact us today for more information about security event management, Cisco’s Security Monitoring, Analysis and Response 

System, and our Managed MARS Service! 

Today’s security challenges put your organiza�on at risk, threatening your reputa�on, business informa�on and ability to comply 
with regula�ons. Cisco’s Security Monitoring, Analysis, and Response System (MARS) is a high-performance appliance providing 
threat management, monitoring and mi�ga�on for greater security and more effec�ve use of network and security devices. 

Cisco Secuirty Monitoring, Analysis and Response System:


